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Cyber Sentinel
Customer IP Protection from Alloy Precision Technologies

Your IP security is key. We agree. With Alloy Precision Technologies, you gain as part of our services
Cyber Sentinel — our certified IP protection program — to protect your intellectual property.

Our Cyber Sentinel gives you “peace of mind” security over your digital and hard copy drawings,
charts, work product, and other IP. Our Cyber Security is designed with the industry’s best practices
and standards in mind, including:

- Ever changing Wi-Fi password per user
- The National Institute of Standards and Technology (NIST)
- The International Organization for Standardization (ISO)

Customer data and File integrity to keep your data secure. Our Team complies with
standard protocols, such as:

-~ Robust password policies

- MFA enforced (all accounts)

- URL filtering to block personal email and online storage sites

- Policies to ensure only authorized software is installed on company devices
- Two-factor authentication for remote access to our network

Data Security Programs are assessed and updated through cyber security risk assessments
and well documented in our security management plans.

- User permission request process/verification
Data Management Standardization. Company-wide data handling standards for customer IP

have been internally audited per NIST and are communicated at regular threat awareness
training sessions for all employees. Data and file handling audits are conducted annually.

Physical security upgrades. Alloy Precision Technologies customers with documents on site

gain protections with physical security measures. For example, security cameras monitor the
' perimeter, entry/exit points, and the interior of the facility. 1D badges are issued to all
employees, contractors, and visitors. Of course, our certified ITAR program is in place.

Software / Social Media Security. Alloy Precision has implemented the use of Watchguard
, Firewall fo monitor all traffic.

For more information on our IP security protections please contact Alloy Precision
Technologies at sales@alloyprecisiontech.com or 440.266.7700.
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